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Research Methodology and Demographics

Research Methodology  
and Demographics 
Report Scope. This report makes two assumptions about data 
governance, then drills into them. First, a mature and modern program 
for data governance will serve two mandates: (1) controlling data usage 
from a business compliance viewpoint and (2) enforcing data standards 
from data quality, usability, and trust viewpoints. Second, recent 
years have brought many changes to data (e.g., sources, structures, 
and semantics), its uses (as analytics programs expand and business 
operations are infused with more real-time tech), and its governmental 
regulation (e.g., the GDPR, CCPA). To achieve maturity and adapt to 
change, most organizations must modernize data governance, which 
this report explains.

Audience. This report targets business and technical managers who 
are responsible for controlling the use and condition of data via data 
governance, stewardship, and curation. This report canvasses recent 
changes in data, its use, and its control, with a focus on how organizations 
can modernize data governance to address new requirements.

Survey Methodology. In September 2020, TDWI sent an invitation 
via email to the data management professionals in its database, asking 
them to complete an online survey. The invitation was also distributed 
via websites, newsletters, and publications from TDWI and other firms. 
The survey drew responses from 165 survey respondents. From these, 
we excluded respondents who identified themselves as academics or 
vendor employees. The resulting responses of 153 respondents form 
the core data sample for this report.

Research Methods. In addition to the survey, TDWI Research 
conducted telephone interviews with technical users, business 
sponsors, and recognized experts. TDWI also received product 
briefings from vendors that offer products and services related to the 
best practices under discussion.

Survey Demographics. The majority of survey respondents are IT or 
BI/DW professionals (72%). Others are consultants (16%), and business 
sponsors or users (12%). We asked consultants to fill out the survey 
with a recent client in mind.

For industries, the respondent population is dominated by financial 
services (15%), consulting (13%), and insurance (12%), followed 
by education (8%), software/internet (7%), healthcare (6%), and 
manufacturing (6%). Most survey respondents reside in the U.S. 
(63%), followed by Canada (8%), Asia (7%), Europe (7%), and Latin 
America (7%). 

Position
Corporate IT or BI professionals 72%

Consultants 16%

Business sponsors/users 12%

Industry
Financial Services 15%

Consulting/Professional services 13%

Insurance 12%

Education 8%

Software/Internet 7%

Healthcare 6%

Manufacturing (non-computers) 6%

Utilities 5%

Food/Beverage 4%

Government: State/Local 4%

Chemical/Petroleum 3%

Hospitality/Travel 3%

Media/Entertainment/Publishing 3%

Other 11%

(“Other” consists of multiple industries, each represented by less 
than 3% of respondents.)

Geography
United States of America 63%

Canada 8%

Asia 7%

Europe 7%

Mexico, Central or South America 7%

Australia/New Zealand 4%

Middle East 4%

Africa 0%

Company Size by Revenue
Less than $100 million 23%

$100–499 million 11%

$500 million–$999 million 10%

$1–4.9 billion 18%

$5–9.9 billion 7%

$10 billion or greater 19%

Don’t know 12%

Based on 153 survey respondents.
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Executive Summary
Data governance (DG) must keep pace with increasingly popular data access and usage 
practices. For example, modern self-service is more than just a challenge for technology and 
data standards; it is a potential compliance infraction. A similar balance of data standards 
and business compliance is seen with broad data exploration and the far-reaching data scans 
of many analytics models and algorithms. As new data sources, data sets, SaaS applications, 
and cloud data platforms are added to today’s complex and hybrid data architectures, DG 
must extend its policies to cover these architectures, plus most of the enterprise. Adaptations 
to these changes, along with process and practice improvements, are leading to modern data 
governance, which is the next level beyond today’s DG.

Modernizing DG must address all of its many components, including business-driven compliance, 
technology-driven data standards, and people-and-process practices. Users should expect to 
modernize DG now and continuously improve it moving forward. Likewise, users should expect 
DG to grow and scale into a broad scope covering enterprise data sets, applications, cloud 
platforms, and use cases. The result will be holistic data governance, where most or all of the 
enterprise is governed with consistent standards for all governance policies and rules.

Over a third of respondents (38%) have created and enforced DG policies by serving on a DG 
board. Roughly a quarter (26%) are users who, in their work, have complied with DG policies. 
Despite modernization and other advances, few users consider their DG program highly 
successful (8%) or moderately successful (42%). The current pandemic and its recession have 
had little impact on DG (48%) or no impact (45%).

Most survey respondents (84%) feel that DG is extremely important. The vast majority (94%) 
consider modernizing DG an opportunity because it further ensures compliance, plus provides 
internal standards for improving data and its management. Although most DG programs are in good 
condition, two-thirds of respondents (66%) say their data governance program needs modernization.

The leading offenders are rogue data sets (72%), self-service data practices (56%), analytics 
sandboxes (33%), and data lakes (28%). Modern DG faces challenges, such as maintaining 
quality data and metadata (53%), convincing employees to adhere to governance policies (46%), 
keeping the data governance bureaucracy lean and agile (45%) and creating governance policies 
that are clear and usable (43%).

Respondents think that aspects of data governance can be successfully automated via software 
tools (72%). Tool functions that are valuable for modern DG include those for data cataloging 
(71%), data lineage (68%), metadata (67%), master data (64%), and data quality (62%).

Most data governors have full-time jobs outside governance (56%) and also serve part-time on 
the DG committee. Most DG boards have one chairperson (44%), but the trend is toward two or 
more (38%). TDWI recommends two chairpersons, one each for business compliance and data 
standards. This way, each broad area is guided expertly, but the two can align to maximize the 
business impact of modern data governance.

This report canvasses current and future data governance strategies and best practices to help 
organizations understand the new requirements for data governance, plus how successful 
organizations are modernizing existing governance programs and toolsets. The intent is to assist 
with modernization planning so that data governance achieves maximum business impact.

Business, data, and 
IT are changing. Data 

governance must adapt 
to the changes.

A fully modern, mature, 
and complete DG program 
will cover multiple areas.

DG is real and in 
production today.

Users have many 
good reasons to 

consider modernizing 
DG important.

Several system types are 
prone to noncompliance.

Tool automation is key to 
DG’s scale, productivity, 

and modernity.

Modern DG board 
members and 

chairpersons are critical 
success factors.
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Introduction to Modern Data Governance
Defining Data Governance Today
Business and IT both continue to evolve, and the COVID-19 pandemic has pushed organizations 
at an accelerated rate deeper into online operations, cloud infrastructure, and corporate 
cultures that are driven by data and analytics. At the same time, we are blessed with advances 
in analytics, artificial intelligence (AI), BI practices, new data sources, integration tools, and 
cloud data platforms. To keep pace with these changes, organizations are modernizing almost 
everything in IT, including analytics, BI tooling, data warehouses, and all of data management. 
In that same spirit, many organizations find that they must also update their approaches to 
compliance, standards, and process management to achieve modern data governance.

Even when modernized, data governance (DG) usually manifests as an executive-level data 
governance board or committee that institutes and enforces policies and procedures for the 
business use and technical management of data across the entire organization. Common goals 
of data governance initiatives are to improve, secure, and share data more broadly, leverage data 
for competitive advantage, and comply with internal and external regulations for data usage. A 
modern DG program may also subsume related data-control practices, such as data stewardship 
and data curation.

The need for data governance is greater than ever as organizations adopt business and technology 
practices that leverage sensitive data. These include self-service data practices, profiling based on 
personally identifiable information (PII), and data collection during touchpoints with customers, 
prospects, partners, and entities that are subject to national and international regulations.

The Requirements of Modern Data Governance
For data governance to be “modern,” it should encompass the five broad areas listed below. 
Embracing these also ensures that a data governance program is mature, feature-rich, automatic, 
and comprehensive, which in turn raises the business value of governance. To test whether users 
are following the five practices of modern data governance discussed here, this report’s survey 
included specifically targeted questions, as seen in the survey results charted in Figures 1 and 2.

Business-driven compliance. This kind of compliance controls data usage, largely for the sake 
of data protection regulations (governmental, industry, contractual), data security, and customer 
data privacy. According to survey results (73% in Figure 1), business compliance is the most 
common DG activity or priority today, and TDWI anticipates that this will remain so into the 
future. Business compliance is a leading driver for DG and its modernization because failing to 
comply can result in a tarnished brand, customer flight, large fines, and (in extreme cases) the 
prosecution of business executives.

Technology-driven data standards. These usually include standards for data quality, 
integration, modeling, and architecture. The enterprise breadth of a modern data governance 
program enables these standards to be applied on an enterprise basis. Compared to business 
compliance, technical standards are secondary as a DG priority (47% in Figure 1). However, 
TDWI’s position is that a DG program is not modern, mature, or complete without both.

Note that some organizations satisfy the need for both by having two data governance programs. 
Guiding business compliance and technical data standards via a single program makes the 
alignment of data management work to business goals more accurate and agile. For this reason, 
many organizations consolidate multiple programs into one as they modernize data governance.

Like everything else 
in IT, data governance 
needs to modernize.

Modernization is required 
to keep data governance 
current and relevant.

Even when modernized, 
business compliance 
remains DG’s mandate.

Modern DG ensures both 
business compliance 
and data standards.
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People and process practices. Despite modernization, the long tradition of data governance 
being mostly about people and process continues (69% in Figure 1). After all, policies for 
compliance and standards cannot be set and enforced without considerable communication 
among colleagues. The resulting collaboration—when it occurs within a centralized DG board or 
committee—has other positive outcomes, namely:

•	 The general alignment of data management to business management

•	 Knowledge transfers across organizational boundaries to disseminate successful practices

•	 The enablement of related practices in data stewardship and curation

People and process practices depend heavily on the DG board for the creation, jurisdiction, and 
enforcement of governance policies, which means the board must be well staffed, organized, 
funded, and protected, as discussed later.

Continuous modernization of data governance. This is needed to address advancements or 
changes in analytics, self-service data, cloud-based systems, online operations, and COVID-19 
requirements, plus the usual deluge of new data sources, data sets, and use cases. Yet, survey 
results reveal that the notion of continuous improvement for DG is not universally applied today 
(a mere 37% in Figure 1). A common modernization struggle TDWI sees in data governance 
programs today is increasing scalability and agility so they can more easily sustain continuous 
improvement and relentless adaption—as discussed later.

Broad scope of enterprise data sets, applications, and use cases. Maturity is fairly good in 
this area of data governance today, in that a slight majority of organizations already practice DG 
enterprisewide (57% in Figure 2). This is slowly displacing the older norm, where DG policies are 
mostly centered on a line of business (LOB) or a specific business process (35%). Even worse, too 
many DG programs crank out a plague of policies on a per-data-set or use-case basis. To achieve 
an enterprise scope and to adopt modern DG best practices, many organizations are moving 
toward holistic data governance, as defined later in this report.

Which of the following are the leading priorities for your data governance program. Select 
three or fewer.

Business-driven compliance 73%

Technology-driven data standards 47%

People and process practices 69%

Continuous modernization of data 
governance 37%

Other 5%

Figure 1. Based on 113 respondents.

What is the general scope of your data governance program?

Enterprisewide 57%

Line of business (LOB) or business 
process specific 35%

Other (e.g., departments or data 
domains governed) 8%

Figure 2. Based on 113 respondents. 

People and process make 
DG happen but also slow 

it down with overhead.

Due to constant changes 
in business and IT, 
DG modernization 

never ends.

Businesses need to 
modernize DG to cover 
more of the enterprise.
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The Assumptions of This Report
Having defined the five leading requirements of modern data governance, we can now summarize 
some of the other positions expressed in this report:

Compliance is the goal and the bulk of the work. The catch is that the term “compliance” 
has multiple meanings, and each definition represents a requirement for data governance. For 
example, today’s businesses and similar organizations must comply with a number of business-
oriented requirements, whether these originate externally or internally:

•	 Multiple governmentally mandated data protection regulations (DPRs)

•	 The organization’s own data privacy policy

•	 Modern standards and techniques for securing data

Similarly, organizations should also comply with a number of technology-oriented guidelines, 
which may be hard requirements or soft preferences:

•	 Internally defined standards for data quality

•	 Development standards for the structure of metadata, data models, analytics models, and 
data architectures

•	 Development methods for data-driven solutions

•	 Preferred tools, data platforms, and interface types for common data-driven development 
projects

Governmentally mandated DPRs and internally defined standards for data quality are such pressing 
priorities that one or the other is where organizations usually start their DG programs. However, a 
data governance program is not modern, mature, or complete without addressing all requirements.

Finally, compliance is a layered process or experience. The DG board must first determine which 
business and technology requirements need attention; the board then creates policies that define 
compliance practices. Employees accessing enterprise data and data teams developing with it 
must learn which policies apply to them and then comply with appropriate policies. A modern data 
governance program will use software to automate or assist as much of this process as possible.

Modernization leads to the next level. Just because you have a functioning DG program 
doesn’t mean it is complete, enterprisewide, or up-to-date with current regulations or best 
practices in data management. For example, TDWI research finds that some organizations 
have data governance programs in good shape while others have not deployed governance in a 
meaningful fashion—if at all. Even with existing programs, few have addressed all the meanings 
of compliance listed above. Similarly, few organizations have achieved enterprise breadth or 
holistic best practices. 

Regardless of your current maturity level, to get to the next level, most organizations need one 
or more forms of modernization to make their data governance program complete, enterprise 
in scope, aligned with new business directions, ready to leverage new tools and platforms, and 
“compliant” in every definition of the word.

Holistic data governance is a strong trend. The best practices of data governance are 
evolving, just like all data practices, and there is a desperate need to modernize DG practices. 
For example, as organizations extend DG to come closer to enterprise scope, they find that 
scaling DG is unwieldy or impossible. This is because legacy practices result in a swarm of narrow 
policies where each is an unrelated silo. The old approach fails at scale due to the difficulties of 

Compliance has many 
meanings, and all are 
required for modern DG.

Instead of piecemeal DG, 
you need holistic DG.
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managing a massive portfolio of policies, accurately linking policies to use cases, and reducing 
redundancy and contradictions across siloed policies. 

In reaction to these problems, the trend today among DG best practices is toward holistic data 
governance. This is a modern practice that creates fewer policies, but each policy covers many 
scenarios across the enterprise. It is holistic in the sense of the whole enterprise, but also in the 
sense of a unified and consistent method that makes DG more lean, understandable, consistent, 
scalable, and maintainable. In other words, achieving enterprise scope and a holistic approach for 
modern data governance demands two different but related goals. First, more of the enterprise is 
governed. Second, there is consistency and simplicity across all governance. 

People and process should be scaled via tool automation. Despite modernization, your DG 
program will continue to be mostly about people, process, and policies. The problem is that these 
are difficult to scale up consistently. We just discussed how a holistic approach helps to scale 
DG. An equally important enabler of DG scale is tool automation, where software automates the 
processes of DG more efficiently than has been accomplished previously.

In fact, TDWI sees organizations investing in dedicated tools for governance and compliance 
as well as general data management tools and platforms that include functionality for data 
governance, stewardship, and curation. The automation ranges from traditional developer tools 
with high ease of use to smart automation enabled by artificial intelligence and other embedded 
analytics. This helps improve DG’s accuracy and granularity while enabling new and creative 
data management practices that are relevant to DG, such as data cataloging and business 
monitoring. A later section of this report will list tools and platforms, then explain in detail how 
each assists with modern data governance.

Continuous improvement is necessary. Data governance is like data quality, data 
warehousing, analytics, and everything else a data professional does. You can never achieve 
100% perfection, but pursuing perfection is a practical incentive for improvement. Even if you 
attain perfection, inevitable changes in business, technology, and your organization will make 
DG misaligned or outmoded, forcing a new wave of renovations. Hence, you should expect to 
modernize DG now and continuously improve it as you move forward.

The State of Modern Data Governance
Let’s take a quick look at the state of modern data governance, as seen via a few questions from 
this report’s survey. (See Figures 3-6.)

Data governance is being practiced in the vast majority of canvassed user organizations. 
The survey respondents come from many industries, geographies, and organization sizes. Across 
all these demographics, DG exists and is commonly used. (See Figure 3.) 

For example, within the user population surveyed, over a third of respondents (38%) have created 
and enforced DG policies by serving on a DG board. Roughly a quarter (26%) are users who 
have complied with DG policies in their work. Almost a fifth (18%) have passively observed the 
governance and compliance process. Conversely, very few respondents (7%) have no experience 
with data governance.

Tool automation can 
enable DG growth, 

scale, and accuracy.

The modernization of DG 
is a never-ending journey.

DG is real and in 
production today.
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Which of the following best describes your personal experience with data governance?

I have served on a DG board or committee 38%

I have tailored my use of data to conform to DG policies 26%

I have observed data governance from a distance 18%

I have no experience with data governance 7%

Other 11%

Figure 3. Based on 125 respondents.

Data governance is deployed or being designed in most organizations surveyed. For 
example, a quarter of respondents (25% in Figure 4) work in organizations that have already 
deployed a data governance program. Almost half (44%) are currently designing or implementing 
their programs. Put those two data points together, and we can say that over two-thirds of 
organizations surveyed (69%) have made a commitment to data governance. In addition, another 
quarter (26%) are considering data governance, whereas very few have no plan for it (5%).

What’s the status of your organization’s data governance program?

Deployed 25%

Design or implementation phase 44%

Under consideration 26%

No plans 5%

Figure 4. Based on 113 respondents.

Data governance programs still have room for improvement or growth. Survey responses suggest 
that data governance programs are, in general, in good condition and effective. On the upside, 42% of 
respondents feel their data governance initiatives are moderately successful. That’s a relatively high 
percentage, which is an accomplishment worth applauding. On the downside, a mere 8% feel they have 
achieved a high level of success; even worse, almost a third (31%) feel that success is low.

Assuming that size and scope are common metrics for gauging modern DG success, growth and 
scale will help lagging programs become more successful. As discussed, scaling DG is challenging 
when older practices are followed. When modernizing a DG program entails new practices and 
tool automation, success metrics become more attainable. 

Obviously, size and scope are not the only metrics for DG success; others include compliance 
levels, customer trust in privacy policies, data quality, and data usability. When DG 
modernization addresses process improvements (and DG is all about process), then 
measurements of success in these areas can rise as well.

Rate the success of your organization’s data governance initiative.

High 8%

Medium 42%

Low 31%

NA or Don’t Know 19%

Figure 5. Based on 113 respondents.

Two-thirds of 
organizations surveyed 
are committed to 
data governance

Modernization can 
help you achieve DG 
maturity and success.
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The pandemic and accompanying recession have impacted DG programs, but not 
catastrophically. The most telling and positive data point from the survey respondents is 
that almost half of DG programs (45%) have experienced no change due to the pandemic and 
recession. In the other half, DG programs have experienced some setbacks, but cancellations are 
rare. Roughly a quarter of respondents (27%) say that the recession and pandemic have distracted 
their management personnel from governance, and a fifth (21%) say that funding and other 
support for data governance has been reduced or eliminated. 

On an anecdotal basis, TDWI has observed most of its clients’ IT functions are surviving the 
pandemic and recession with little or no damage. Data governance programs in general are 
likewise weathering the storm.

Which of the following best describes how the current economic recession (caused by the 
COVID-19 pandemic) is affecting data governance where you work?

No change 45%

The recession and pandemic have distracted 
management from governance 27%

Funding and other support for data governance has 
been reduced or eliminated 21%

Other 7%

Figure 6. Based on 109 respondents.

The Importance of Data Governance
Is Modern DG Important?
To gauge the urgency of modernizing data governance, this report’s survey asked: How 
important is data governance to the success of your organization’s programs and applications for 
data management and analytics? (See Figure 7.)

Remarkably few respondents (3%) say that DG is not a pressing issue for solution 
success. Conversely, we can conclude that data governance contributes significantly to use cases 
in data management and analytics.

The overwhelming majority of respondents (97%) recognize the importance of DG. Most 
feel that data governance is extremely important (84%) to the success of data management and 
analytics, while a few more see DG as moderately important (13%).

How important is data governance to the success of your organization's programs and 
applications for data management and analytics?

DG keeps rolling despite a 
pandemic and recession.

Almost all organizations 
consider DG important.

Figure 7. Based on 141 respondents.

84% 

3%

13%

Extremely important

Not currently a pressing issue

Moderately important
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Why Is Modern DG Important?
We just saw that the majority of survey respondents consider data governance important for 
successful data-driven solutions and programs. Why is data governance so important? To gather 
ideas, the survey asked an open-ended question: In your own words, why is improving data 
governance necessary and/or beneficial (or not)? Respondents’ comments reveal a number of use 
cases, needs, and trends as seen in the representative excerpts in Figure 8. Note that the people 
quoted work in many industries and geographic regions. Clearly, the relationship between data 
governance and solution success is top of mind for data professionals and their business sponsors 
in many contexts worldwide.

In your own words, why is improving data governance necessary and/or beneficial (or not)?

•	 “DG provides the framework to enable an enterprisewide understanding of data 
requirements for usage, standards, policies, quality dimensions, and more.” Network 
information manager, utilities, Australia

•	 “[DG] enforces a discipline around data to transform an organization, be it for growth, 
efficiencies, or privacy and compliance.” Head of digital solutions, financial services, U.S.

•	 “Data initiatives never live up to their full potential without appropriate governance behind 
them.” Senior data strategist, financial services, U.S.

•	 “Controls are needed to ensure data is accessed and used for its intended purpose.” Technical 
specialist, provincial government, Canada

•	 “Compliance with regulations such as CCPA and [the] GDPR is extremely important, 
as is internal policy compliance for who can see what data.” Senior analyst, media and 
entertainment, U.S.

•	 “Without proper governance in place, it is the wild, wild west in the data world!” Chief data 
and analytics officer, healthcare, Asia

•	 “Data governance is necessary not only to comply with legal commitments but to protect the 
information we are obligated to keep secure.” Principal data engineer, energy, U.S.

•	 “Without data governance, you risk bad data quality and potential regulatory violations.” 
Program director, airline, Middle East

•	 “Because it aids in regulatory reporting and good quality data, plus ensures sustainability 
for any analytics done on top of it.” Solution architect, internet/software, U.S.

•	 “My role is to liaise with both IT and business, to ensure understanding across stakeholders 
and to deliver shared accountability for data.” Senior data architect for data governance, 
financial services, Canada

•	 “To properly inventory our data assets and plan on how to properly govern them.” Principal, 
consulting firm, Australia

•	 “If the data isn’t good, nothing’s good.” Database administrator, insurance, U.S.

Figure 8. Drawn from the text responses of 103 respondents. 

The Importance of Modern Data Governance

Users have many 
reasons for considering 
modern DG important.
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Perceptions of Data Governance and Its Modernization
The primary goal of this report and its survey is to convince technology and business 
professionals that data governance needs modernization for the sake of effective and up-to-
date compliance, data standards, and the coordination of the two. One of the barriers to these 
realizations is that some professionals mistakenly believe they can achieve these goals via their 
current status quo by simply following older practices, tooling, and organizational structures 
for data governance. Older approaches are neither sustainable nor scalable in modern data 
ecosystems, which are increasingly massive in scale and diversity, plus multiplatform, hybrid, 
and multicloud in architecture. To quantify current attitudes and readiness for change among 
data professionals and their business counterparts, our survey told respondents: Please select one 
“truth value” for each row of the following table. (See Figure 9.) Their responses show that most 
users are fairly enlightened today, but there is still room for attitudinal adjustment.

Our data governance program needs modernization (66% true, 19% maybe, 12% 
false). Two-thirds of survey respondents (66%) clearly see a need for the modernization of data 
governance. Only 12% consider this false, which shows that most survey respondents understand 
the urgency of modernization. The next statement is the converse of this one.

Our data governance program is perfect and up-to-date as is (5% true, 19% maybe, 69% 
false). Very few respondents (5%) think their DG programs are fine as is. Again, roughly two-
thirds of respondents (69%) see a need for the modernization of data governance.

Data governance is worth the cost to avoid damages from noncompliance (77% true, 18% 
maybe, 3% false). A lack of business compliance can lead to brand tarnish, customer flight, lost 
business, fines, and (in extreme cases) prosecution. For these and other reasons, users know that 
DG is well worth its time, effort, and investment. The next statement is the converse of this one.

Data governance is a cost center that adds no business value beyond compliance 
(5% true, 11% maybe, 80% false). Although it is true that DG is a cost center, avoiding 
noncompliance is alone a viable reason for its existence. However, other benefits and returns 
on investment are realized when DG is extended to issues in data standards. This includes 
enterprise-scale improvements to data quality, usability, trust, and analytics.

Data governance must encompass both business compliance and data standards (92% 
true, 6% maybe, 0% false). Historically, many firms ran competing DG programs, one each for 
compliance and data standards. Over time, these firms recognized unfortunate redundancies 
and contractions, then fixed these problems by consolidating multiple DG programs. Today, a 
holistic DG program that unifies compliance and standards has become the norm (92%). The next 
statement is the converse of this one.

Business compliance and data standards are radically different practices that need no 
coordination (6% true, 10% maybe, 82% false). Practices that achieve business compliance 
and those that bolster data standards are indeed different. However, they are not radically 
different; nor are they unrelated. Managing the two in tandem achieves synergies, such as the 
alignment of data management work to compliance and other data-driven business goals. Other 
synergies include DG-controlled improvements to data (quality, metadata, usability, shareability) 
that lead to greater data-driven collaboration across business unit boundaries and richer 
analytics insights.

Two-thirds of 
organizations surveyed 
see a need for modern 

data governance.

Users recognize that DG 
can be a cost center, but 

it’s still worth the cost.

Most users are 
committed to holistic 

DG practices that cover 
both compliance and 

data standards.
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Data governance can be successfully automated via software tools (23% true, 51% 
maybe, 22% false). DG aside, TDWI surveys regularly show that business and technology users 
are eager for more automation (for many diverse use cases) from their tools for data management, 
self-service, reporting, analytics, and more. The desire for more and better tool automation 
specifically for DG fits into the larger trend toward modern automation. Even so, some users 
are still not fully committed to the concept, as seen in the chart in Figure 9 (23% true and 51% 
maybe). The next statement is the converse of this one.

Data governance is only people and process without need for software automation 
(3% true, 16% maybe, 78% false). Anyone who has served on a DG board is painfully aware 
of DG’s dependence on people and process, plus the fact that it is inherently time-consuming 
without an automated data governance solution. People are required to make DG work, and the 
collaborations that results from their interactions are valuable. Human interactions are not going 
away. However, they can be enriched, better documented, shared for reuse, and sped up by tool 
automation, which has become an established requirement for modern data governance.

Please select one “truth value” for each row of the following table.
Our data governance program needs 

modernization 66% 19% 12% 3%

Our data governance program is perfect 
and up-to-date as is 5% 19% 69% 7%

Data governance is worth the cost to avoid 
damages from noncompliance 77% 18% 3% 2%

Data governance is a cost center that adds 
no business value beyond compliance 5% 11% 80% 4%

Data governance must encompass both 
business compliance and data standards 92% 6% 2%

Business compliance and data standards 
are radically different practices that need 

no coordination
6% 10% 82% 2%

Data governance can be successfully 
automated via software tools 23% 51% 22% 4%

Data governance is only people and 
process without need for software 

automation
3% 16% 78% 3%

Figure 9. Based on 102 respondents.

Challenges to Successful Modern DG
Modern DG: Problem or Opportunity?
To test whether data governance is worth the effort of modernization, this report’s survey asked: 
Which of the following statements best represents your general assessment of data governance? 
(See Figure 10.)

The vast majority of respondents (94%) consider modern DG an opportunity. 
Organizations often initiate a data governance program for business compliance, then realize 
that DG’s enterprise reach and collaborative power make it an opportunity to establish and 

Almost all survey 
respondents see the 
upside of modern DG.

Most users know that 
DG processes can and 
should be automated 
via software.

True

Maybe

False

Don't know
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proliferate data standards. In other cases, DG is spawned for data quality only but is later seen 
as an opportunity for improving all data management. Regardless of its origin story, a data 
governance program, when successful, usually expands opportunistically.

A tiny minority (6%) consider modern DG a problem. As discussed, a data governance board 
and its program may well be a cost center. However, the costs are justifiable when they avoid 
noncompliance and foster data improvements.

Which of the following statements best represents your general assessment of data 
governance?

Figure 10. Based on 141 respondents.

Data-Driven Practices Prone to Noncompliance 
Here’s a cautionary tale. It’s about the many data sets, users, and practices—found in any enterprise 
with IT maturity—that are prone to noncompliance when their use strays into abuse or a lack of 
control. (See Figure 11.) All of these are compliance infractions just waiting to happen. Therefore, 
data governors must monitor them all diligently. Likewise, users of all types should regularly 
reassess their actions to ensure they are compliant. Software automation that provides built-in 
data monitoring and auditing capabilities can help simplify and accurately manage this process.

Any data set can be misused. At the top of the chart in Figure 11 are so-called “rogue data sets,” 
such as data marts and spreadsheets (72% in Figure 11). According to survey responses, these 
are by far the greatest danger, especially when they contain personally identifiable information 
(PII) or other sensitive data. The creation and content of these is usually suspect because they 
are assembled by non-expert users. Even worse, there is little visibility into how these are used. 
Hence, rogue data sets should be prohibited by management and shunned by most users.

Even the most carefully crafted and controlled data sets can slip into abuse. Venerable 
institutions such as the data warehouse (17%) and reporting (28%) can be co-opted in 
noncompliant ways, but the most glaring abuse seen in recent years comes from the data lake 
(28%). Without proper data stewardship and curation, even the best-intentioned data lake can 
devolve into the dreaded data swamp: so undocumented and disorganized that governance is 
scarcely possible and noncompliance is probable.

Analytics can breach compliance when performed like “black ops.” For example, data lakes 
and cloud-based data platforms (18%) are increasingly home to the analytics sandbox (33%), 
which is essentially a rogue data set on steroids, created by data scientists and analysts. This 
and other analytics data sets rarely comply with governed data standards; few are monitored for 
noncompliant use. Admittedly, these are not production data sets, but some people argue that 
HIPAA and the GDPR still apply. As another example, consider how many organizations allow 
modern analytics algorithms (17%) and predictive models (15%) to be “above the law” without 
governance or other oversight. No wonder customers, partners, and other valuable entities worry 
about how their PII and other sensitive data is being used out of sight.

Possibilities for 
noncompliance are 

all around us.

Rogue data sets 
are the riskiest.

Advanced analytics 
is rarely governed to 

same degree as similar, 
older practices.

94% 

6%

Opportunity because it 
ensures compliance, plus 
provides internal standards 
for improving data and its 
management

Problem because it is a  
compulsory cost center or  

a resource drain
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Challenges to Successful Modern DG

Data exploration is on the rise but with little or no control. This is especially apparent with 
modern self-service data practices (56%), which include data exploration and data prep. All kinds 
of people use self-service tools to explore and export data, but most users are mildly technical 
and relatively unsophisticated. This user type rarely gets training for their tools, much less 
training in how to avoid compliance infractions when using them. A simple solution is to train 
these users in governance and step up DG oversight for self-service toolsets and their users.

Integration technologies operate under cover with little regard for security. For 
example, system owners regularly give ETL, replication, and other integration tool types (23%) 
administrator access to their valuable servers and sensitive data. No one bats an eye at this 
poor practice in system security. Similar security bypass occurs with data exploration, self-
service, and search tools. TDWI has seen many data governance boards include data security 
as a checklist item, but little is done about it. Instead, security needs to be a higher priority. 
For the most modern governance, data security should be complemented by data protection 
technologies, namely data encryption and masking.

Miscellaneous other common practices can stray into noncompliance. These include data 
sharing on a large scale (45%), enriching data with third-party data sets (40%), collaboration via 
data among teams and business units (33%), and direct marketing (20%).

Which of the following are likely to lead to noncompliance when used? 
Select eight or fewer answers.

Rogue data sets, e.g., data marts and spreadsheets 72%

Self-service practices, e.g., data exploration and data 
prep 56%

Data sharing on a large scale 45%

Enriching data with third-party data sets 40%

Analytics sandboxes 33%

Collaboration via data among teams and business units 33%

Data lake 28%

Re-identification/inference attacks 28%

Reporting 28%

ETL and other far-ranging integration technologies 23%

Direct marketing 20%

Cloud-based data 18%

Data warehouse 17%

Analytics algorithms 17%

Customer service 15%

Predictive models 15%

Other 8%

Figure 11. Based on 129 respondents.

Common Barriers to Modern DG
In the perceptions of survey respondents, achieving modern DG involves jumping a number of 
hurdles. (See Figure 12.)

Data exploration, 
self-service, and 
data integration are 
red flags for DG.

Many barriers inhibit the 
success of modern DG.

https://tdwi.org


16 

Modern Data Governance

Data and its condition. Ironically, half the effort of a modern and mature DG program goes into 
improving data, yet getting to that point is greatly hindered when the condition of data requires 
improvement. For example, DG both fixes and is challenged by issues around maintaining quality 
data and metadata (53%), identifying sensitive data via quality metadata, cataloging, lineage (43%), 
enabling self-service data practices, but with control (42%), and securing sensitive data (32%).

People and process. This continues to be the backbone of DG, even when modernized. Thus, it 
behooves leaders of a modern DG program to focus on convincing employees to adhere to governance 
policies (46%), training employees in the compliant use of data (42%), and policing employee 
behavior relative to data (26%). To help regulate employee behavior, some organizations are adopting 
software automation that provides secure, dynamic data access controls and monitors data usage. 

Methods of work for successful DG. For the sake of scale and growth, DG leaders must keep 
the modern data governance bureaucracy lean and agile (45%), create governance policies that 
are clear and usable (43%), and complement governance with stewardship and curation (40%).

Staffing DG for breadth and collaboration. Success in these areas includes receiving strong 
and consistent executive support (43%), staffing the governance board effectively (29%), and 
coordinating multiple governance boards and programs (22%).

Expanding DG. As discussed, growth and scale are common success metrics for DG. To be considered 
a success, a modern DG program must focus on scaling data governance to enterprise breadth (36%), 
even in the face of the increasing complexity of hybrid and multiplatform architectures (24%).

Data protection regulations. A basic challenge for DG involves keeping up with evolving regulations 
(governmental, industry, contractual) (31%), plus understanding legislated regulations (19%). 

What are the leading challenges to achieving compliance for data usage? 
Select up to eight answers.

Maintaining quality data and metadata 53%

Convincing employees to adhere to governance policies 46%

Keeping the data governance bureaucracy lean and agile 45%

Creating governance policies that are clear and usable 43%

Identifying sensitive data via quality metadata, cataloging, and 
lineage 43%

Receiving strong and consistent executive support 43%

Enabling self-service data practices, but with control 42%

Training employees in the compliant use of data 42%

Complementing governance with stewardship and curation 40%

Scaling data governance to enterprise scale 36%

Securing sensitive data 32%

Keeping up with evolving regulations (governmental, industry, 
contractual) 31%

Staffing the governance board effectively 29%

Policing employee behavior relative to data 26%

Increasing complexity of hybrid and multiplatform architectures 24%

Coordinating multiple governance boards and programs 22%

Understanding legislated regulations 19%

Other 1%

Figure 12. Based on 129 respondents.
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The Role of Software in Data Governance Programs
There are two trends in data governance that are currently colliding to create a problem. On the 
one hand, data governance has always been mostly about people and process, including time-
consuming discussions and collaborations. Collaboration is very valuable to organizations, so 
they plan to continue the focus on people and process, even as they modernize DG. On the other 
hand, DG programs are under pressure to grow and scale—to govern more data sets and use cases 
as well as to approach a broader enterprise scope.

The catch is: How do you scale people and process to enterprise scale? More and better 
automation through modern software is the conclusion that organizations are increasingly 
coming to. Luckily, many vendor-built and open source software applications and tools have been 
introduced and modernized in recent years to support data governance activities with ease and 
scale. Today, users have many useful options to select from.

Organizations mired in older DG best practices sometimes have trouble imagining a more 
modern approach that depends on new forms of software tooling and automation. To test the 
current attitude, this report’s survey asked: Do you think that aspects of data governance can 
be automated by a vendor-built, homegrown, or open source software tool? (See Figure 13.) The 
overwhelming answer is “yes” (72%); in other words, users surveyed feel confident that at least 
some aspects of DG can be automated through software tools.

Do you think that aspects of data governance can be automated by a vendor-built, 
homegrown, or open source software tool?

Yes 72%

No 10%

Don’t know 8%

Other 10%

Figure 13. Based on 125 respondents.

Data Management Capabilities Critical to Modern DG Success
The list of tools and platforms involved in modern DG continues to evolve as users adjust their 
software investments, usually to include a wider range of data management tools. To quantify 
the mix that users are working with, our survey asked: Which types of software tools, platforms, 
and capabilities can automate or assist with data governance? (See Figure 14.) The overall 
message from survey responses is that several types of software tools—even tools not designed 
exclusively for DG—can assist with certain aspects of data governance and related practices, such 
as data stewardship and curation. There are now also platforms focused primarily on DG that 
centralize all DG functions across data sets, whether cloud-based, on premises, or hybrid.

Metadata and other data semantics. Savvy data professionals have long co-opted metadata 
management (67% in Figure 14) to drive or assist many different data disciplines, and this 
includes data governance. For example, the metadata repository at the heart of most metadata 
management tools can provide a useful inventory of enterprise data; this is true whether the 
tool is a single-purpose metadata tool or a multipurpose integration tool. Metadata helps data 
governors understand the available pool of data and how its ecosystem is architected, which is a 
foundation for finding and prioritizing data that needs specific forms of governance. Sometimes 
the data sets needing governance are obvious (e.g., any kind of customer data), whereas others 

Modern DG needs 
collaboration via people 
and process to be 
relevant, but it also 
needs scale to grow.

The vast majority of 
users surveyed feel 
that software tools 
can automate DG.

The tool functions most 
often applied to DG are 
those for data semantics, 
data quality, and security.
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need to be discovered, and metadata can be a useful discovery medium for governance, similar to 
how it enables discovery in analytics.

Metadata aside, other approaches to data semantics are also useful to data governance. This 
includes mature approaches such as master data management (64%) and data glossaries (56%), 
as well as emerging approaches to data semantics such as data cataloging (71%) and data lineage 
(68%). Data virtualization (15%) tools support functions for data semantics, virtual data modeling, 
and data integration. These enable developers to design virtual views of data that represent just 
about any entity or concept, including views of data from the perspective of personally identifiable 
information, HIPAA regulations, sensitive data domains, quality, and trust.

Data quality and related tasks. If you are wondering where to start a data governance program 
that focuses on data standards, then you should consider data quality (62%). This is known 
to be a low-risk and well-bounded entry point for DG; many organizations have started here 
successfully, then expanded into governance for more data standards.

Modern data quality tools (DQ) have several functions that directly assist DG. Mature 
functionality is available for data profiling (53%), which enables many types of users to discover 
and quantify the condition of data sets, thereby revealing candidate data sets for governance. 
DQ tools allow data developers to design DQ metrics that represent acceptable parameters 
for quality, with which data should comply. Other functions parse data periodically to update 
the values of DQ metrics and enable continuous improvement. Most DQ tools offer built-in 
management dashboards (or integrate with BI tools) so technical and business managers can 
monitor data’s compliance levels per DQ metrics.

All these DQ functions are usually presented to developers and managers in a seamless 
and unified tool environment for the greatest agility, usability, and productivity. These DQ 
environments accommodate many user types, including nontechnical data stewards, mildly 
technical data curators, data professionals, and data scientists or analysts.

Dedicated governance tools. TDWI continues to be surprised that so few vendors within the 
software marketplace offer applications specifically for data governance (39%). This is one of 
the few areas in the software market where vendor supply has not caught up to user demand. 
Modernizing data governance requires a deeper investment in DG tooling, so organizations 
should consider dedicated DG tools or related compliance applications. To “future-proof” a 
data ecosystem and enable secure data use at scale, organizations should look for DG tools that 
automate sensitive data discovery, dynamic policy enforcement, and data usage monitoring 
and auditing. Ideally, DG tools should operate consistently across all data platforms—both 
modern and legacy, cloud-based and on premises. However, an alternate path for DG tools is to 
increase your use of DG functions within tools that are mainly built for data integration, quality, 
cataloging, or virtualization.

Multiple forms of data security. Anyone who keeps up with the news knows that systems 
hacking is on the rise. Furthermore, hackers have evolved into modern data thieves who can 
easily build a lucrative business on scams and other nefarious uses of your enterprise data. When 
a hack of your data becomes public knowledge, this infraction of governance can lead to customer 
flight, brand tarnish, and lawsuits by customers and partners. To exacerbate the situation, your 
own employees will occasionally access data in noncompliant ways, whether intentionally or not. 
Hence, the data security area of data governance is more relevant and critical than ever.

DG is not modern 
or complete unless 

application and 
tool security are 

complemented by 
data security.
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Nowadays, data security solutions still include simple forms of security, such as verification and 
validation via user name and password. That’s at the tool, application, and end-user side of the 
system architecture. An architecture that includes sensitive data must also have additional and 
more modern data security at the database, data storage, data warehouse, and data lake levels, 
at the least. For this reason, data-driven organizations are stepping up their use of data masking 
(39%) and data encryption (34%). This way, when a thief or errant employee gains access to 
your sensitive data, it is useless to them. This minimizes the business damage of a hack, while 
ensuring data privacy (31%) in a fully modern and bulletproof way.

Data integration platforms. Modern tool platforms for data integration (33%) do a lot more 
than integration. These are multitool environments that also include substantial tools for data 
quality, profiling, virtualization, masking, encryption, master data management, metadata 
management, data catalogs, and glossaries. Note that all these tool areas can assist or automate 
some data governance activities as discussed here, all in a seamless user interface that is 
backed up by unified production services. This is one of many reasons why data management 
professionals are trending toward adopting this kind of unified multitool data integration 
platform for a variety of use cases, including modern DG.

Tool automation specifically for DG. One of the strongest trends in data management tools is 
toward more and better automation built into tools. Technical users demand this, because they 
are under pressure to create an increasing number of data solutions in far less time than before. 
To exacerbate the situation, data-driven solutions and their governance are increasingly stretched 
across more legacy and cloud platforms. For the productivity and development speed they need, 
technical users are looking for automation of various types built into tools and platforms (29%).

This includes old-fashioned automation via business rules and other user-defined logic, plus 
high ease of use via well-crafted user interfaces. Out on the leading edge, data management 
tools are achieving greater automation by embedding analytics functions (as discussed in 
the next section of this report). Specific to data governance, some tools offer dynamic access 
controls (20%), which can actively monitor data access and other behaviors, then halt them 
immediately (or send an alert) if deemed necessary by the tool's logic. Finally, no-code policy 
authoring (10%) can speed up DG development.

Embedded analytics as data-driven software automation. Another strong trend in data 
management tooling is toward smart tools that embed analytics capabilities, enabled by machine 
learning (23%), artificial intelligence (21%), data analytics (19%), or predictive analytics (9%).

How does this work? Imagine predictive models that anticipate upcoming customer behaviors, 
then automatically recommend products, approve loans, or offer incentives to avert churn. These 
are well-established and trusted best practices. Now imagine the same technology predicting 
source-to-target mappings, selecting appropriate transformations, or automatically fixing a data 
quality problem. Specific to data governance, imagine automatically predicting and preventing 
noncompliant access to PII, recognizing and halting a potential data hack, or cataloging data 
as it enters a target so it is governed appropriately (based on cataloging by data domain, GDPR 
or HIPAA sensitivity, privacy risk, quality, trust level, and more). Note that DG functionality 
(whether based on analytics or not) that can anticipate noncompliant behaviors and preempt 
them is an emerging tool capability for automated DG, which is sometimes called active DG.

These forms of automation can reduce developer time and human intervention during production 
for greater personnel productivity. Even more promising, however, smart automation in data 
management tools can also boost the aspects of DG that make it modern, namely enterprise-
scale, holistic methods for DG, policy effectiveness, and the timely assignment of policies. 

Automation and 
embedded analytics 
are the leading edge 
of DG tooling.
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Which types of software tools, platforms, and capabilities can automate or assist with data 
governance? Select one to twelve answers.

Data catalog 71%

Data lineage 68%

Metadata management 67%

Master data management 64%

Data quality 62%

Data glossary 56%

Data profiling 53%

Applications specifically for data governance 39%

Data masking 39%

Data encryption 34%

Data integration 33%

Data privacy 31%

Automation of various types, built into tools and 
platforms 29%

Machine learning 23%

Artificial intelligence 21%

Dynamic access controls 20%

Data analytics 19%

Cloud data platforms 16%

Reporting 16%

Data virtualization 15%

Database management system (DBMS) 12%

No-code policy authoring 10%

Predictive analytics 9%

Other 4%

Figure 14. Based on 125 respondents.

Best Practices for Modern Data Governance
The Membership of a Data Governance Board
As noted early in this report, data governance is most often organized as a board or committee. 
For example, TDWI has seen organizations use the classic steering committee as a model for 
organized governance. Others follow the executive board as a model. As with those two models, 
the members of the data governance organization are usually drawn from the manager and 
executive levels of the organizational chart—but not always. The membership of a comprehensive 
and modern DG board will be diverse, including a mix of business and technical people, managers 
and workers, drawn from multiple business functions and data disciplines.

When it comes to people, we say “data governors” as if it is an autonomous discipline and a 
unique job title. It is true that once in a while TDWI discovers people with a job title on their 
business card that carries the phrase “data governor” or some variation of “data governance 
director.” These rare people have full-time jobs in data governance (5% in Figure 15). 

The modern DG 
board has a diverse 

membership from many 
disciplines with varying 

time commitments.
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Much more often, however, we find that data governors—or DG board members, if you will—have 
full-time jobs outside governance and serve part-time on the DG committee (56%). For most board 
or committee members, being a data governor resembles the older tradition of data stewardship, 
where the most effective data stewards are actually business people (usually line-of-business 
managers) who know best how data impacts the business unit or process they manage.

Somewhere between these two extremes, there are a growing number of hybrid data governors, 
who have a “day job” but also “moonlight” heavily in governance (39%). After all, many 
corporate employees today are hybrids in that they straddle business and IT or management 
and implementation.

Which of the following best describes people who serve on the DG board?

All have full-time jobs in data governance 5%

All have full-time jobs outside governance but serve 
part-time on the DG committee 56%

Mix of the above 39%

Figure 15. Based on 113 respondents.

The Leadership of a Data Governance Board
TDWI has observed among its members that the effectiveness and long-term survival of a DG 
program often depends on the board’s chairperson—or chairpersons. The chair position is highly 
demanding, because it requires a person who has a practical understanding of the business and 
its processes, regulatory requirements, enterprise IT, systems architecture, and high-priority 
data-driven practices, such as business reporting, advanced analytics, self-service data practices, 
data warehousing, and data integration. Many organizations find it difficult to find a “superhero” 
with all those skills—and the time to address them all regularly—so they give the DG board two 
or more chairpersons.

In this regard, the organizations surveyed for this report are not particularly modern. For 
example, some of them have zero chairpersons (18% in Figure 16), whereas almost half (44%) 
have only one. Even so, over a third (38%) have two or more chairpersons.

How many chairpersons lead your DG board?

Zero 18%

One 44%

Two 13%

Three 7%

Four 6%

Five or more 12%

Figure 16. Based on 113 respondents.

The DG chairperson is a 
critical success factor. 
Choose carefully.
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TDWI recommends two chairpersons per data governance program, both with director or higher 
rank, each with a specialty in business management or data management, as follows:

•	 Technical DG Chairperson. This is usually a person with deep experience in data-intense 
fields, such as analytics or data warehousing, so they have the broad knowledge of data 
management and related practices required to guide the committee. This person also needs 
experience managing technical teams, and, in fact, is usually a director or higher manager in 
their primary job.

•	 Business DG Chairperson. This is often a line-of-business (LOB) manager or other middle 
manager who knows from daily experience how data quality, usability, compliance, and trust 
affect business processes. Their insights are valuable guidance for prioritizing areas that 
need governance, as well as the actual guidelines of individual data governance policies. It 
helps if this manager is also influential enough to “carry a big stick” and demand that data 
governance actually happens with enterprise scope, fidelity to data protection regulations, 
and alignment to the goals of upper management.

Regardless of the number of chairpersons your DG program has, there are certain types of people 
(identifiable by their job titles) who regularly step up to lead DG programs successfully today. 
Here are a few highlights from that pool of chairpersons.

Technology DG Chairpersons
Chief Data Officers (CDOs) (18% in Figure 17). This is a relatively new function within 
the C-level offices, but it has quickly risen into a leadership role that enables all data-driven 
disciplines, including modern data governance. A CDO’s mandate covers the whole enterprise, 
which helps DG scale and grow broadly. This enterprise mandate also puts an emphasis on 
improving data’s condition so it can be shared more broadly, but with control. Most CDOs can 
also marshal needed resources and wield influence to get DG done.

Data Governance Leads (18%). A few of these chairpersons are full-time dedicated DG 
employees, but most lead DG as committee work that augments their jobs. They bring valuable 
knowledge of data-driven practices and their management. However, they don’t always have a 
deep knowledge of business processes or enough clout to push DG policies into production.

Technical Directors (9%) and Technical VPs (9%). Some organizations assume that IT 
managers—especially those of higher rank—should serve in compliance and governance 
capacities, including data governance, IT governance, corporate governance, and technical 
compliance (especially security and privacy for many networks, databases, applications, etc.).

Business DG Chairpersons
Chief Officers (not CDOs) (18%). For years, TDWI has found CEOs taking a serious interest in 
data governance, along with other C-level officers (CIO, COO, CFO, CMO, etc.). This is because 
in extreme cases noncompliance can lead to the dismissal of chief officers or their criminal 
prosecution. This explains the tradition of C-level officers involved in many forms of governance 
and compliance. The catch is that these people are often too busy to put in the time required for 
detailed guidance. 

The number of DG 
chairperson(s) and their 

qualifications vary, 
each with strengths 

and weaknesses.

DG is trending toward two 
chairpersons: a technical 

CDO and a chief officer 
from the business side.
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Business Directors (9%) and Business VPs (9%). Sometimes, C-level officers assign a middle 
manager to be their proxy in governance and compliance activities. Other times these managers 
step forward because they know that modernizing governance and compliance will raise the 
success of their part of the business. As mentioned earlier, these people understand the causal 
relationship between data and business success, so their guidance is very practical and focused 
on business value.

Enter the job title(s) of the chairperson(s):

TECHNOLOGY DG CHAIRPERSONS

Chief data officers (CDOs) 18%

Data governance leads and a few data stewards 18%

Technical directors 9%

Technical VPs 9%

BUSINESS DG CHAIRPERSONS

Chief officers (not CDOs) 18%

Business directors 9%

Business VPs 9%

MISCELLANEOUS DG LEADERS

Various IT, security, legal, or compliance folks 10%

Figure 17. Based on text responses from 85 respondents.

Data Protection Regulations a Data Governance Board Must Support
One of the most varied and challenging activities of a DG program is to know which 
governmentally legislated data protection regulations (DPRs) apply to your organization and how 
to comply with them. Figure 18 includes a list of the most common regulations.

Organizations of any maturity with compliance and governance will keep lists like the one 
in Figure 18 with the intent of understanding which apply to the organization. For applicable 
DPRs, the compliance office or data governance board tracks revisions of the regulations and 
test cases that appear in courts. To augment the compliance and governance staff, it is common 
to engage consultants who are experts in regulations, compliance, and governance. With this 
foundation poured, the compliance and governance teams can address the hard and most 
meaningful work, namely to translate each DPR into actionable data governance tasks that are 
specific to their organization.

You can tell from the percentages in Figure 18 that multiple data protection regulations are in 
play among the surveyed respondents. Given that most respondents are from the U.S., Canada, 
and Europe, it is no surprise that survey responses mostly involve the EU’s GDPR (44%), the U.S.’s 
HIPAA (43%), California’s CCPA (36%), and Canada’s PIPEDA (26%). Typically, organizations 
headquartered in the U.S. have a compliance office and/or data governance board that develops 
deep expertise in these four DPRs and offers recommendations for compliance with each.1

Best Practices for Modern Data Governance

1 For more guidance with data protection regulations, see the TDWI Upside article, “GDPR FAQ,” online at tdwi.org/articles/2018/06/01/biz-all-gdpr-faq.aspx.  

Keep a list of DPRs. 
Know which apply to 
you. Track their revisions 
and test cases. Create 
DG policies accordingly.

https://tdwi.org
https://tdwi.org/articles/2018/06/01/biz-all-gdpr-faq.aspx
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Which of the following governmental regulations does your organization comply with?  
Select all that apply.

EU – General Data Protection Regulation (GDPR) 44%

U.S. – Health Insurance Portability and Accountability 
Act (HIPAA) 43%

California – California Consumer Privacy Act (CCPA) 36%

Canada – Personal Information Protection and 
Electronic Data Act (PIPEDA) 26%

U.S. – Children’s Online Privacy Protection Rule (COPPA) 19%

Germany – Federal Data Protection Act 12%

France – Data Protection Act (DPA) 9%

India – Personal Data Protection Bill (PDPB) (pending 
approval) 5%

Japan – Act on Protection of Personal Information 8%

Other 18%

Figure 18. Based on 91 respondents.

Top Twelve Priorities for Modern Data Governance
In closing, we summarize this report by distilling from it the top priorities for achieving 
successful modern data governance. Let’s also reflect on why these priorities are important. 
Think of the priorities as recommendations, requirements, or rules that can guide user 
organizations as they modernize existing data governance programs or create new programs that 
must address modern requirements.

1.	 Recognize that data governance needs modernization. Recent years have brought 
many changes to data (its sources, structures, semantics), its uses (as analytics programs 
expand and business operations are infused with more real-time tech), and its governmental 
oversight (new regulations, such as the GDPR and CCPA). To achieve maturity and adapt to 
change, most organizations must modernize data governance, as explained in this report.

2.	 Expect business compliance to be a high priority for your business counterparts. 
This report established that a truly modern and mature DG program will address numerous 
requirements in multiple functional areas, including business-driven compliance, 
technology-driven data standards, people-and-process practices, the continuous 
modernization of DG, and expanding DG into enterprise scope with holistic practices. Yet, 
the first—business compliance—regularly takes the highest priority in organizations that are 
in heavily regulated industries or that repurpose sensitive data across multiple use cases. 
In these scenarios, business people usually make compliance a high priority because they 
are held responsible for compliance infractions. However, don't forget that there are many 
meanings of “compliance”—from DPRs and privacy to data quality and usability—and each of 
these has modernization requirements.

3.	 As you modernize your data governance program, extend it to cover a growing list 
of technology-driven data standards. The second priority of modern data governance 
includes numerous internally defined data standards. Data quality is the leading data 
requirement for most DG programs. Others include development standards for the structure 
of data models, metadata, analytics models, and data architectures. 
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4.	 People and process practices make DG happen, so you must modernize these, 
too. After all, policies for compliance and standards cannot be set and enforced without 
considerable communication among colleagues. The catch is to make the DG bureaucracy as 
lean and agile as possible so its overhead does not slow down DG growth or limit its scale.

5.	 Expect the modernization of DG to be continuous. This is analogous to data quality 
programs where the quality of data degrades over time, thereby demanding constant 
attention. Similarly, DG’s portfolio of policies becomes outmoded because of new use cases 
for data (especially in analytics), new data sources (the Internet of Things and other web 
origin points), and the frequent revisions of data protection regulations. All these must be 
monitored and addressed as they arrive or evolve.

6.	 Push the scope of DG closer to enterprise scale as you modernize it. Modernization can 
easily lead a DG program to govern a growing list of data sets and use cases, which expands 
DG scope closer to being enterprisewide. The catch is that a process-driven practice such 
as DG is hard to scale. Enable scale for your DG program by improving people and process 
practices and by adopting software tools and platforms that offer modern automation for DG.

7.	 Strive toward holistic data governance. This is a variant of modern data governance, 
and it seeks to establish new best practices that make DG leaner, more enterprise-scope, and 
more consistent. Instead of the usual plague of redundant per-data-set policies that older DG 
programs generate, a holistic approach creates relatively few policies, but each policy applies 
to many data sets, use cases, DPRs, and other scenarios. This makes the portfolio of policies 
easier to maintain, understand, and apply to specific cases.

8.	 Depend on innovative automation from modern tools and platforms to achieve many 
goals of modern DG. In brief, upgrading your DG tooling to include better automation is 
a requirement for enterprise-scale, holistic best practices, keeping pace with DPR revisions, 
agile development of new policies, enforcing data standards, multicloud and other new 
platform adoption, and the monitoring necessary for the continuous improvement of DG.

9.	 Populate the DG board membership with diverse people. Given the bipolar nature 
of modern data governance—balancing business compliance and data standards—success 
depends on staffing the board with experts from both areas. Furthermore, both areas are 
diverse, so the board needs an array of specialists within each. 

10.	 Lead the DG board with two or more chairpersons. Due to the breadth and depth of 
truly modern DG, it is nearly impossible to find a single person with sufficiently deep skills 
for all areas of DG. Therefore, many organizations assign multiple chairpersons. TDWI 
recommends two chairpersons per data governance program, both with director or higher 
rank, each with a specialty in business management or data management.

11.	 Study the data protection regulations. Do your research and make a list of DPRs, similar 
to the list in Figure 18. Determine which DPRs apply to which use cases in your organization. 
Learn the best practices of compliance for each DPR as well as for modern DG in general. 
Depend on your DG board to decide exactly what to do once DPR requirements are identified.

12.	 Know the hotspots of noncompliance and monitor them diligently. Based on survey 
respondents, there are DG infractions just waiting to happen with systems for data 
marts, spreadsheets, self-service, enterprise data sharing, third-party data sets, analytics 
sandboxes, and data lakes. To keep the use of these systems from crossing the line into 
noncompliance, organizations may initiate governance for these, train users in how to work 
in compliant ways, or prohibit users from moving data from these systems into production.

Top Twelve Priorities for Modern Data Governance

https://tdwi.org
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Three-quarters of organizations collect and plan to use sensitive data, and with good reason—when used appropriately and 
efficiently, it can provide near-real-time insights that create unique competitive advantages. Yet, with sensitive data use 
comes substantial risk of unauthorized access, breaches, or regulatory penalties, among others. 

Data governance aims to unlock data’s value by establishing a set of policies, procedures, processes, and best practices for 
securing, managing, and utilizing that data. Given the rate at which sensitive data and advanced machine learning, AI, and 
analytics technologies are becoming available, organizations looking to operationalize sensitive data in a secure and timely 
manner have no choice but to modernize their data governance strategies and frameworks. 

However, as this report shows, many barriers to data governance still exist—which is a nonstarter for organizations aiming 
to modernize it. If data engineering and data governance teams are unable to overcome challenges like enabling self-service 
data access, maintaining adherence to policies, understanding policies, or aligning on approval workflows, how can they 
make data secure and accessible? Consequently, if it takes months to access data, how much value does it really provide? 

Immuta enables data engineers and operations teams to automate data access governance for modern, cloud-native analytics 
platforms. With more than half of organizations planning to adopt two or more cloud data platforms within the next two 
years, modernizing data governance will require an automated solution that enables consistent cross-cloud data protection. 

For data teams looking to modernize their approach to data governance, Immuta provides:

•	 A centralized governance plane from which to apply privacy policies uniformly across cloud data platforms.

•	 Simple data privacy policies written in plain English that stakeholders of any technical skill level can understand.

•	 Attribute-based access controls that automatically apply strong data security with every query based on dynamic 
attributes, enabling self-service data access to only authorized users. 

•	 Sensitive data discovery that detects, classifies, and tags sensitive data across platforms, reducing the need for manual 
processes that increase risk.

•	 Consistent data privacy that uses cross-platform policies and advanced privacy enhancing technologies (PETs) to 
standardize privacy controls and eliminate the need to author policies more than once.

Unlock your data’s potential and streamline secure data governance modernization across cloud data platforms when you 
try Immuta for yourself at https://www.immuta.com/try/. 

https://www.immuta.com/try/
https://www.immuta.com/try/
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